Toward a Better Interoperability of Enterprise Information Systems: A CPNs and Timed CPNs -based Web Service Interoperability Verification in a Choreography  by Benabdelhafid, Maya Souilah & Boufaida, Mahmoud
 Procedia Technology  16 ( 2014 )  269 – 278 
Available online at www.sciencedirect.com
ScienceDirect
2212-0173 © 2014 The Authors. Published by Elsevier Ltd. This is an open access article under the CC BY-NC-ND license 
(http://creativecommons.org/licenses/by-nc-nd/3.0/).
Peer-review under responsibility of the Organizing Committee of CENTERIS 2014.
doi: 10.1016/j.protcy.2014.10.092 
CENTERIS 2014 - Conference on ENTERprise Information Systems / ProjMAN 2014 - 
International Conference on Project MANagement / HCIST 2014 - International Conference on 
Health and Social Care Information Systems and Technologies 
Toward a better Interoperability of Enterprise Information Systems: 
A CPNs and Timed CPNs -based Web Service Interoperability 
Verification in a Choreography 
 Maya Souilah Benabdelhafid, Mahmoud Boufaida  
LIRE Laboratory, Constantine 2 University, Constantine 25000, Algeria  
 
Abstract 
Service-Oriented Architectures (SOA) claim to facilitate the construction of flexible and loosely coupled business applications. 
Therefore it is seen as an enabling factor for the interoperability of Enterprise Information Systems (EIS). Web services are 
currently the most promised concretization of SOA. This concept is currently carried further to address the composition of 
individual services through orchestration and choreography in order to automate a business process allowing enterprises to 
develop value added products. Web service choreographies are more collaborative in nature and permit direct interactions 
between Web services. In order to have a better interoperability of EIS, a good behavior and an efficiency of Web service 
choreography is necessary. This paper addresses the raised issues by providing a process of Web service choreography. The 
originality of this process is the formal verification of the service interoperability basing on formal methods and tools, especially 
Colored Petri Nets (CPNs) and Timed CPNs formal speciﬁcation languages, and model checking and simulation techniques. This 
formal verification is done at design time, which is an important step towards reliable Web service choreography, since problems 
could be detected early in the development cycle before even starting the implementation. It aims to prove that Web service 
choreography is correct in terms on message ordering constraints and efficient in terms of time constraints. This originality 
reflects the reality of enterprises interoperability that depends not only on qualitative constraints (message ordering) but also on 
quantitative ones such as time. The effectiveness of work has been validated using the recent version of CPN Tools.  
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1. Introduction 
Today, in the heart of EIS problem, applications are isolated and have an IS vision instead of a user vision. 
Therefore, their interoperability is of growing importance [1]. In the literature, interoperability is defined as being 
the capacity of two or several systems or components to communicate together, to exchange information and to use 
this information exchanged effortlessly for the users of these systems [2]. Three different forms of model 
interoperability for enterprise computing environments are identified [3]: integrated, unified and federated 
interoperability. They are distinguished from each other on the grounds of where information needed for achieving 
interoperability is found. Both integrated and unified collaboration models support at least partially technological 
heterogeneity in enterprise computing environments. However, they fail to address the autonomy and dynamism 
aspects, and do not provide pragmatic interoperability. To establish the mechanism of such interoperability, 
federated collaboration models should be used [3]. They provide support for heterogeneity in technology, 
computation, communication and information levels via loose coupling of business applications. SOA [4] is 
especially suitable for a federated collaboration model as it promotes the use of self-descriptive, independent and 
‘composable’ software entities and loosely coupled collaborations based on the notion of contracts. Its flexibility in 
reusing and binding services together allows maximizing existing business assets as well as creating new 
components as a solid foundation for next generations. It proposes many techniques to build a clear, flexible and 
efficient system that can be upgraded and expanded in an evolutionary way. It introduces a notion of services as 
primary, autonomous building blocks. These services allow cost-effective maximization of IT 1  assets by 
modularization, reuse and standardization both existing as well as new components. By separating technical details 
of service implementation from business logic, both of them can evolve at their own pace technology taking 
advantage of new developments and business logic responding to business needs. Web services [5] are currently the 
most promising SOA based technology. They use Internet as communication medium and open Internet-based 
standards including the SOAP2 for transmitting data and the WSDL3 for describing services.  
In our work, we deal with one of the grand challenges in the EIS interoperability research roadmap [6], which is 
Web service composition. In particular, Web service choreography [7] that, as stated by the authors of WS-CDL4 
[8], offers means by which the rules of participation within collaboration can be clearly defined and agreed to, 
jointly. In [9], we started by introducing a Web service composition choreography process that brings significant 
benefits for enterprises. This process was based on the combination of Web services and software agents. Then, this 
process was expanded in [10], by giving a negotiation model that is based on coalition formation and that allows the 
participation of service providers in the choreography process. However, when composing independent existing Web 
services, we found that this composition is a difficult and time-consuming task. Despite that programming 
languages, such as WS-CDL, are meant for the implementation and execution, they do not provide any visual or 
formal representation of the composition. This lack of consideration to the specification and verification stages 
decreases the global understanding of the composition. Also, if the composite service is not verified in the early 
design process, the development time and costs increase when errors are detected late in the development cycle. 
Even though all the mechanisms that SOA supports, as systems grow more and more complex, their vulnerability to 
unpredictable behaviors (known as service protocols that can be related to message ordering for example) increases. 
In addition to message ordering constraints, time constraints should be considered. For instance, a service protocol 
may specify that a purchase ordering message is accepted only if it is received within 12 hours after a quotation have 
been received.  
In this paper, we develop a Web service choreography process that considers an important category of service 
interoperability verification including message ordering and time constraints at design time. The solution introduced 
in this paper embraces formal methods and tools, especially CPNs [11] and Timed CPNs [11] formal speciﬁcation 
languages and model checking [12] and simulation techniques, in order to prove that service choreography is correct 
(in terms on message ordering constraints) and efficient (in terms of time constraints) at design time. The originality 
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of this process is the separation between the protocols of the collaborating Web services and their time constraints 
during this formal verification. In addition, this is an important step towards reliable service choreography, since 
problems could be detected early in the development cycle, before even starting the implementation. 
The rest of this paper is structured as follows. In Section 2, we discuss some related works and compare them 
with ours. In Section 3, we discuss some enterprise interoperability issues related to Web service choreography and 
to the need for formal methods and software tools in order to deal with service interoperability, and we underline 
CPNs and Timed CPNs as powerful formalisms that will be used. Section 4 provides an overview of our proposed 
choreography process. Our interoperability verification is first presented in Section 5 and then illustrated by a case 
study in Section 6. Conclusions and future works are presented in Section 7. 
2. Related Work 
Many research works address the use of formal methods for service composition in general. A rich survey of 
these works is given in [13] and another one more recent is given in [14]. However, few of them verify like us 
service choreographies at design time [15]. Below is table 1 that summarizes some recent works that verify Web 
services and their composition for interoperability. It classifies them according to the following criteria: 
x Verification Type. It is the approach that is used to verify the service interoperability. It can be: a service 
protocols verification approach, interfaces and communication among services approach, or a passive testing 
approach. 
x Verified Properties. They are the properties that are tested over the interacting services. 
x Used Tools. It is the strategies or the formalisms that are used in order to verify the service interoperability.  
Table 1. Considered aspects in anterior research works. 
Research 
Works 
Verification Type Verified Properties Used Tools 
[16] Service Protocol Losing a package, message ordering, and sending 
duplicate messages 
Finite State Machine 
[17] Service Protocol Service protocol implementation Automata 
Timed automata and UPPAAL 
model checker 
[18, 19]  Service Protocol Timed properties 
[20] Interfaces and 
communication 
among services 
Communication data among Web services Ontology 
[21] Interfaces and 
communication 
among services 
Conformance UMLs models 
[22] Passive testing  Absence of prescribed faults  Invariant 
[23] Passive testing Constraints on data and events called security rules RV4WS 
Our work Service Protocol Message ordering and time constraints CPNs and Timed CPNs 
     
 
Narita and al. [16] proposes a framework for interoperability testing to verify Web service protocols, especially 
aimed at reliable messaging protocols. They claim that none of the existing testing tools aims to perform 
interoperability verification for communication protocols. They also highlighted the need for a verification approach 
that covers the reliable messaging protocols, capable of executing erroneous test cases for these protocols. In [17], 
the author proposes a framework to verify the service protocol implementation against its specification. They claim 
that this framework is able of modeling complex protocols such as WS-Atomic Transaction5 and WS-Business 
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Activity6 . It captures the SOAP messages from services, maps them into automata and verifies the protocol 
implementation against its specification. In [18, 19], the author proposes a model checking approach for verifying 
service interoperability and includes timed properties in order to check for timed conflicts among services.  
The above works aims like us to verify service protocols. There are other works that investigated interoperability 
by verifying interfaces and communication among services such as Yu and al. [20] that proposes ontology based 
interoperability verification approach using the communication data among Web services. This approach captures 
communication data and stores it in an ontology library. This data is then analyzed and reasoning rules for error 
analysis and communication data are generated in order to run with the JESS reasoning framework. Using these 
rules gives this approach the ability to adapt certain problems such as network failure or network delay. There is also 
the work of Smythe [21] that discusses the benefits of the MDA7 in the SOA context and proposes an approach that 
verifies the interoperability of services using UML8 models. The author highlights the need for UML-profile for 
SOA that contains the interoperability specification in order to use with the proposed approach. Another group of 
approaches that treated interoperability are those that use passive testing such as the work of Andres and al. [22], 
which proposes the use of passive testing for service compositions. The proposed invariants contain information on 
expected behavior of services in the composition and their interaction properties. The proposed approach checks 
local logs against invariants in order to verify the absence of prescribed faults. Cao and al. [23] also propose a 
passive testing approach for service compositions. Its proposed approach enables both online and offline verification 
using constraints on data and events called security rules. The security rules are defined in the Nomad language. The 
authors also present a tool that automates the passive testing for behavioral conformance called RV4WS. 
3. Web Service Interoperability Verification in a Choreography 
Web services can be composed through choreographies and orchestrations. Choreography describes the 
interactions between participating services to the business process from a global perspective while orchestration uses 
a central coordinator. Choreography is more collaborative in nature, where each part involved in the process 
describes the part they play in the interaction. It tracks the sequence of messages that may involve multiple parties 
and multiple sources, where no single part truly owns the conversation. It is associated with the public message 
exchange that occurs between multiple Web services [24]. An important aspect of Web service choreography that 
affects the interoperability of EIS is that the provided services are loosely coupled, that is, are not developed only to 
interact with specific clients but are meant to serve the needs of many different clients, possibly developed by 
different teams or even different enterprises. Hence, developers of client applications need to be aware of all the 
functional and non-functional aspects of a service to be able to understand if they can interoperate with a service and 
how to develop clients that can interact correctly with the service. For this reason, service descriptions are richer 
than just descriptions of interfaces. Specifically, it is commonly accepted that a service description should include 
not only the interface, but also the business protocol supported by the service (i.e., specifying possible message 
exchange sequences that are supported by the service). These protocols can, for instance, be specified using WS-
CDL. The provided specifications solve only a part of the problem since they lack the ability to test or simulate the 
correctness of a composition. The design of a Web service composition is usually an error-prone practice [25]. If the 
process definitions become operational without being verified, deployment of the process often results in run time 
errors, and an error repairing at service operation time is usually costly. In addition, independent service providers 
are today involved in the design and deployment of Web service choreography and its requirements. Therefore, there 
is a need for formal methods and software tools for verifying the designed Web service choreography and by this 
way facilitates exchanges between different actors and can be used for a more coherent standardization. It allows a 
better understanding of the service choreography protocol. This verification is done on service descriptions to 
identify which protocols can be carried out between Web services and understood eventual mismatches between 
protocols called service interoperability (or compatibility) verification.  
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There are several approaches that verify interoperability for a service composition using different formalisms 
such as PNs [26, 27], and automata [18,28]. This interoperability can cover three aspects: syntactic, semantic, and 
behavioral [29]. Syntactic interoperability means that the structural interfaces of the interacting Web services are 
consistent. Semantic interoperability means that the interacting Web services exchange information that can be 
understood in a consistent and unambiguous way. Finally, behavioral (or service protocol) interoperability means 
that the interacting Web services agree on what to expect from each other in terms of operations to execute, 
outcomes to deliver, and messages to send and receive. In the next section, we are investigating service protocol 
interoperability. 
4. Overview Of Approach 
In this section, we present a process toward the problem of EIS interoperability. Our process proposes a Web 
service choreography that is based on formal methods and software tools that are integrated in the verification of the 
choreographed Web services. We assume the syntactic and the semantic interoperability of the choreographed Web 
services. Our assumptions mean that the structural interfaces of the interacting Web services are consistent (syntactic 
interoperability) and that the interacting Web services exchange information that can be understood in a consistent 
and unambiguous way (semantic interoperability). We base our definition of EIS interoperability on the notion of 
service protocol interoperability. Our goal is to have interacting Web services that agree on what to expect from each 
other in terms of messages to send and receive (message ordering interoperability). This protocol verification 
requires not only the satisfaction of qualitative requirements, but also of quantitative ones, such as time (time 
constraints interoperability). Our process includes two main parts (see Fig. 1.): the design time part (including the 
four phases: Model Specification, Web Service interoperability Analysis, Web Service Choreography 
Implementation, and Web Service Choreography Testing) and the run time part (including the fifth phase, which is 
Web Service Choreography Execution). 
 
 
 
 
 
 
 
Fig. 1. The Global Choreography Process for a better EIS interoperability. 
1) Model Specification. Given a set of Web service interaction requirements, the designer specifies a series of 
models to describe how the services will be used and to model how each service interacts in a given service 
scenario. These specification models should be clear, readable and implementation-independent to facilitate the 
comprehension of the choreography by the user, which is an engineer. For this, we use UML-AD9 and the 
resulting set of scenarios will be modeled into CPNs then enriched by time using Timed CPNs.  
2) Web Service Interoperability Analysis. It is directly related to the EIS interoperability problem and forms the 
first originality of our process. It allows verifying at design time that the set scenarios behave correctly by 
investigating: 1) order of executed services to detect unexpected sequences and 2) time. This phase takes UML-
AD specification models and translates them formally by using CPNs then Timed CPNs. It verifies their 
generated LTS10 forming the different scenarios by using model checking and simulation techniques.  
3) Web Service Choreography Implementation. Once scenarios are formally verified, they have to be 
implemented. An engineer does this implementation by using the WS-CDL implementation and its semantics to 
build the choreography directly from the model specification.   
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4) Web Service Choreography Testing. It consists of observing and verifying traces of the two generated 
transition systems and determining whether the choreography implementation considers all the scenarios that 
have been analyzed in the second phase. It can require some feedbacks the implementation phase to rectify 
errors. Once tested, the choreography is published into a service registry so that it can be reused later.   
5) Web Service Choreography Execution. It represents the real invocation of Web services that will behave 
correctly.  
     The essential idea underlying our approach is that we can thus have better EIS interoperability by a service 
choreography process that is based on formal methods and tools that verify twice choreographed services at design 
Time. The first verification is done on the second phase of our process. It is about Web service interoperability 
analysis. The second verification is done in the fourth phase. It is done between the analyzed choreography and the 
implemented one. The first verification is explained in the reminding of this paper.  
5. CPNs and Timed CPNs –based Web Service Interoperability Analysis 
     PNs [30] are well suited for supporting the whole Web service composition process and enriching the modeling, 
verification, selection, and execution of composite Web services. An overview of how they have been used in all the 
phases of Web service composition process is given in [31]. CPNs enhance PNs with the color, which solves the 
problem that arises in traditional PNs of distinguishing tokens belonging to different cases. Timed CPNs enhance 
CPNs with additional information, which is the time stamp that handles the modeling of the time aspect. In this 
section, we propose a sub-process that performs the Web Service Interoperability Analysis phase of our proposed 
choreography process. It is based on CPNs and Timed CPNs and it includes two sub-sub-processes (see Fig. 2). 
 
 
 
 
 
 
 
Fig. 2. Web Service Interoperability Analysis sub-process. 
1) Message Ordering Analysis. It relates first to use CPNs for the creation of a Choreography Protocol Model on 
which a first interoperability analysis is performed. This analysis is done automatically to prove that the 
choreography is behaviorally interoperable in terms of message ordering constraints. CPN Tools 4.0 [32] 
including ASK-CTL11 [33] toolkit will then be able to prove or disprove these constraints. If errors are detected, 
the designer should correct and refine the Choreography Protocol model until it is proven to be correct.  
2) Time Constraints Analysis. Once the choreography is behaviorally interoperable, the choreography protocol 
model will be enriched by other quantitative requirements (in terms of time constraints) to have another formal 
model that we call Performance Model based on Timed CPNs.  Simulations will then verify this model. If some 
defects or redundancies are found, we need back to the message ordering analysis to update models and repeat 
simulations again. As pointed out in [11], it is often beneficial for the modeler to start by constructing and 
validating an untimed CPNs model and in this way; he can concentrate on the functional correctness of the 
system before worrying about timing issues. 
5.1. Message Ordering Analysis 
It includes Choreography Modeling and Validation, and Message Ordering Interoperability Checking, which are 
shown in Fig. 3). 
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Fig. 3. Message Ordering Analysis. 
A) Choreography Modeling and Validation: Modeling Web service choreography by constructing Web service 
protocols based on CPNs and composing them and obtaining a CPNs model that represents the choreography 
(choreography Protocol Model). In this model, the protocol execution states are represented with places, the 
message type is captured by the color set of the token (we do not look into the content of a message as it is 
not known until Web Service Choreography Execution phase), and the operation is captured by a transition 
(send or receive). Multiple simulations using CPN Tools 4.0 validate this modeling. They analyze a finite 
number of executions and help to validate the protocol of the modeled Web services and their choreography 
by detecting and finding errors in the CPNs models and demonstrate that their interoperability works 
correctly. However, it is impossible to guarantee the correctness of these models with 100% certainly 
because all the possible executions are not covered [11]. This correctness will be analyzed next by a model 
checking technique.    
B) Message Ordering Interoperability Checking: From a generated CPNs choreography protocol model 
representing the Web service choreography, the message ordering interoperability checking can be 
performed. But before that, it should be defined.   
Definition (Message Ordering Interoperability). Let N= N1Np be a CPN representing the choreography 
protocol model produced by the composition of p CPNs N1,…, Np  representing the Web service models. Let 
(i, j, request, m) denote transition labels for the sending of a request m from service i to service j and let (i, j, 
answer, m) denote the answer to this request from j to i. Then N is behaviorally interoperable with respect to 
message ordering if for all i, j, m, the following two conditions are satisfied by the initial configuration of N:  
1) Any request is eventually followed by an answer, and  
2) no answer is sent until a request has been sent first.  
      At first, we formally describe these message ordering conditions as ASK-CTL. Subsequently, we rewrite 
the ASK-CTL formula into SML12 format. By this way, a concrete formalization of the message ordering 
constraints is obtained. The verification of these obtained properties will be done over a state space that has 
been generated from the choreography protocol model by CPN Tools 4.0.  
5.2. Time Constraints Analysis 
It includes Performance Modeling and Performance Analysis that are shown in Fig. 4. 
 
 
 
 
 
 
 
 
Fig. 4. Time Constraints Analysis. 
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A) Performance Modeling: Based on above CPNs choreography protocol model, some considered adding 
performance related time constraints should be added to form a Timed CPN (Performance Model). Some 
color sets (representing the exchanged messages) should be declared as timed color sets firstly because they 
will be monitored during next step based on simulations. Then, some transitions should update their guard 
functions to specify their duration values. Finally, some arc expression functions should be modified, by 
adding corresponding duration values of token flows. Also, three issues are done. First, according to the 
predefined time properties, such as delays, specific data monitor units are constructed respectively for 
specifying how and when such metric data are computed. Second, stop criteria functions are specified for 
indicating when simulation could stop. Third, a relatively independent functional module is generated as an 
additional part of our performance model. 
B) Performance Analysis: Multiple simulations are run and during which data are collected from the transitions 
and the markings reached in order to compute estimations of timed metrics of the choreography. Simulation 
based performance related time constraints checking also involves statistical investigation of output data, 
appropriate visualization of performance-related data, and estimating the accuracy of simulation 
experiments. Therefore, three steps are executed consecutively. First, different simulation scenario settings 
and parameters should be confirmed which are used for comparison. Then, simulation is executed 
automatically until stop criteria are satisfied. At last, metrics data are recorded in the final performance 
evaluation reports for further detailed performance analysis.  
6. Illustrative Example 
We have studied an example where the scenario is that of a travel agency, with the interoperability of four 
partners. 
1) Travel Agency has two main tasks: airline booking and hotel reservations, 
2) Bank acts as a financial intermediary between the airline company (respectively the hotel) and the Travel 
Agency,  
3) Airline Company sells flight tickets to Travel Agencies,  
4) Hotel proposes nights to Travel Agencies.  
    The last three partners want to provide functionalities to the Travel Agency partner using the Web service 
technology. Each partner is a published Web service, participating in choreography and is modeled as a business 
process including the description of its partners (or a link permitting to get it), the description of its interface (but not 
its local operations), and the description of an abstract process that represents its protocol (exchanged messages). 
The protocol of the four Web services involved in a simple consumer travel agency situation is as follows. First, a 
customer contacts the Travel Agency Web service and chooses its travel plan including information about the order 
and the payment method. Consequently, this service contacts the Bank Web service to pay the Airline Company 
(respectively the Hotel) Web service. Next, the Bank pays the Airline Company (respectively the Hotel) and asks 
them for the payment confirmation. The Airline Company (respectively the Hotel) sends its confirmation. If the 
payment operations are completed successfully then the Travel Agency contacts its customer and confirms his travel 
plan, and if one of them fails then it contacts the customer and asks if any other plan suits him or to cancel his 
request. An example of message ordering property that can be checked in the first sub-process of our interoperability 
analysis model is the following qualitative requirement: The payment confirmation will be sent by the Airline 
Company after it receives the payment confirmation request. An example of time constraints that can be verified in 
the second sub-process of our interoperability analysis sub-process is the following quantitative requirement: The 
Bank should send the payment confirmation request to the Airline Company within 10 minutes after the payment 
order is sent. 
     CPN Tools is used to implement our model for the above example. It allows a variety of different analysis: 
simulation can be done on-the-fly while a system is built, automatic monitor highlights all syntax errors, state space 
report generation, state space predefined and customizable queries, multiple extensions like ASK-CTL enrich the 
functionalities with a subset of TCTL logic, and performance analysis.  
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     Fig. 5. shows the CPN that models, by the use of CPN Tools 4.0, the Bank Web service. As we can see, each of 
the Bank Web service operation is represented by a transition. The initial marking consists on two tokens in the 
place Payment Order sent and on two tokens in the place Bank Instances. Fig.7. shows the checking results of our 
taken message ordering property. We note that this checking is not sufficient to say that our choreography protocol 
model is interoperable. We need to check the two conditions that have been given in the message ordering 
interoperability definition for all pairs (request, answer) in our modeled choreography. 
 
Fig. 5. A part of the Bank Web service protocol modeling Fig. 6. Checking the taken message ordering property: True 
7. Conclusion and Future Work 
The interoperability of EISs is a very important issue in open platforms such as SOA. Even though Web services 
must conform to standard protocols and service specifications, interoperability issues might still arise. The formal 
verification of Web service interoperability is an important task that is not supported by current composition 
languages, due to their lack of well-defined formal semantics. This issue can be addressed using existing formal 
methods and software tools.  
In this paper, we have discussed these issues and we have described a formal approach for Web services. Our 
approach is characterized by in addition to the use of CPNs for interoperability analysis in terms of message 
ordering, the use of Timed CPNs to verify time constraints. To our knowledge, this is the first work that proposes a 
formal verification based on CPNs and Timed CPNs for the analysis of message ordering and time constraints for 
Web service choreography in the context of EIS interoperability. Our goal in this paper is to have a better 
interoperability on providing a formal basis for developing a demonstrably correct choreography of Web services 
under time constraints. We started by implementing the choreography protocol model that we have checked. Today, 
we have investigated message ordering [32] and we have demonstrated how to use CPNs to model and compose the 
Web service behaviors and how to use CPN Tools 4.0 to analyze their behavioral interoperability compatibility 
basing on ASK-CTL and model checking. We are currently studying time constraints by implementing the 
performance model using Timed CPNs. In the future, we will extend our approach to consider semantic aspect of the 
interoperability by using the ontology technology because assuming that the message contents are understood in the 
same way by the senders and the receivers is not always true.  
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